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1.0 INTRODUCTION

Data Link Layer (DLL) is the second layer of the OSI model which takes services
from the Physical layer and provides services to the network layer. DLL transfers the
data from a host to a node or a node to another node.

The main task of the data link layer is to take a raw data from transmission facility and
transform it into a line that appears free of transmission errors to the network layer.
Data packets are encoded and decoded into bits. These are called frames. The
Functions of the Data Link Layer are Framing, Frame synchronisation, Error
Handling Flow Regulation, Addressing and Access Control. The data link layer is
divided into two sublayers: The Media Access Control (MAC) layer and the Logical
Link Control (LLC) layer. The MAC sublayer controls how a computer on the
network gains access to the link resources and grants permission to transmit it. The
LLC layer controls frame synchronisation, flow control and error checking.

Frame is a data structure used in transmissions at DLL consisting of a header and a
trailer bracketing a data frame. Packets are the fundamental unit of information
transport in all modern computer networks, and increasingly, in other communication
networks as well these are converted to frame at DLL. The destination host not
receiving the data bits as transmitted by the source host is termed as error in data. The
error needs to be detected or corrected, as the data on the network must be error free
and reliable which is one of the key features of the DLL. There are various methods
used for detection and correction of these errors viz.: FEC (Forward Error Correction)
and CRC (Cyclic Redundancy Check). To transmit data from a source to a destination
node, a node in a network should be uniquely identified. This identification is known
as the address of the node. Access control is related to addressing the problem of
“Which channel or node on a LAN or WAN would transmit data?” The data link layer
also deals with the problem of difference in the speed of transmission of data by the
sender and receiver. Very often the speed of the receiver is slower than the speed of
the sender. To overcome the same, the DLL has many flow control mechanism as part
of'its functionality.

1.1 OBJECTIVES

After going through this unit, you should be able to understand:

. the functionality of the Data Link Layer;

o the concept of framing and how framing is done;
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. the types of errors that can be generated in frames during transmission;
. error in a data frame;

o methods for detecting errors;

o methods for correcting errors;

. forwarding the error correction method for error correction;

o following the CRC method for error detection;
. the meaning of flow control, and

o the methods for Managing Flow Control and error control.

1.2 FRAMING

As you already know, the physical layer deals with raw transmission of data in the
form of bits and gives services to the data link layer. The data link layer provides
services to the network layer as shown in the Figure I:

NETWORK LAYER
(Data packets)

DATA LINK LAYER
(Data frames)

PHYSICAL LAYER
(Raw bits)

Figure 1: Data link layer providing services to network layer

The raw data coming from the Physical layer is converted into frames for forwardingto
the network layer. This is done to ensure that the transmission of data is error free.
Error detection and correction (if required) is done by the Data link layer, which is
discussed in the following sections. The structure of the frame is shown in Figure 2.

Converting the bit stream into frames is a tedious process. The beginning and end of
each frame should be explicitly marked. The easiest way to do so is to insert some time
gap between frames.

Flag | Control Information | Data Value Control Information | Flag

Figure 2: Frame format

But, it is difficult to keep track of counts on timing to mark the start and end time of
each frame. So to overcome the same, we will discuss the following methods for
framing.



. Character Count Media Access Control

. Character Patterns andData Link Layer
° Bit Patterns
o Framing by Illegal code (code violation)

Character Count

The first framing method, Character count, uses a header field to specify the number
of characters in the frame. The Data Link Layer at the destination checks the header
field to know the size of the frame and hence, the end of frame. The process is shown
in Figure 3 for a four-frame of size 4, 5, 5 and 9 respectively.

~FRAME [ e FRAME 2 - 1 TNV )Tk R — FRAME 4--—o-
[4]1]2]3][5]4[5[6[7[5][8[9[1[2][9[3[4[5[6[7[8]9]0]

Figure 3: Character count

However, problems may arise due to changes in character count value during
transmission. For example, in the first frame if the character count 4 changes to 6, the
destination will receive data out of synchronisation and hence, it will not be able to
identify the start of the next frame. This example is shown in Figure. 4. Even, after a
request from the destination to the source for retransmission comes, it does not solve
the problem because the destination does not know from where to start retransmission.

------- FRAME | -~ --—FRAME 2-—
[6[1]2][3[5]4[5[6[7[5][8[9[1[2[9]3[4[5[6[7[8[9]0]

!

ERROR-----DATA Received Out of Order

Figure 4: Problems in character count
Character Patterns

The second framing method, Character stuffing, solves the problem of out of
synchronisation. Here, each frame starts with special character set e.g., a special
ASCII character sequence.

The frame after adding the start sequence and the end sequence is shown in Figure 5.
Begin each frame with DLE STX.
End each frame with DLE ETX.

DLE stands for Data Link Escape
STX stands for Start of Text
ETX stands for End of Text

[ DLE [ STX [ e [ DLE [ETX

Figure 5: Character patterns (Character stuffing)

If a DLE ETX occurs in the middle of the data and interferes with the data during
framing then, insert an ASCII DLE character just before DLE character in the data.
The Receiver interprets the single DLE as an escape indicating that the next character
is a control character.

If two DLE’s appear in succession at the receiver’s end, the first is discarded and the
second is regarded as data. Thus, framing DLE STX or DLE ETX is distinguished by

whether DLE is present once or twice.
7
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Here, the example is explained with the help of Figures 6(a), 6(b) and 6(c).

DLE STX X DLE Y DLE ETX
Figure 6(a) : Before stuffing
DLE STX X DLE DLE Y DLE ETX
Figure 6(b) : After stuffing
DLE STX X DLE DLE Y DLE ETX

Figure 6(c) : After destuffing

A problem with character stuffing is that not all bit streams are character oriented (e.g.,
Unicode is a 16-bit code). Hence, for arbitrary sized characters the process of
character stuffing becomes more complex. So next we will discuss a new method
known as the bit stuffing, which solves the problem of arbitrary sized character.

Bit Patterns

This method is similar to the one discussed above, except that, the method of bit
stuffing allows insertion of bits instead of the entire character (8 bits). Bit pattern
framing uses a particular sequence of bits called a flag for framing. The flag is
set as the start and the end of the frame.

Use of bit patterns is to keep the sequence of data in the same order.
Flag = 01111110 (begins and ends frame.)

In this case the transmitter automatically inserts a 0 after 5 consecutive 1's in the data.
This is called Bit stuffing. The receiver discards these stuffed 0’s as soon as it
encounters 5 consecutive 1’s in the received data as shown with the help of an
example described in Figure 7 (a), (b) and (c).

11111111110010011

Figure 7(a) : Original data ready to be sent

011111101111101111100010011 01111110
Figure 7(b) : Data after adding Flag and stuffing

11111111110010011
Figure 7(c) : Data after destuffing

Framing by Illegal Code (Code violation)

A fourth method is based on any redundancy in the coding scheme. In this method,
we simply identify an illegal bit pattern, and use it as a beginning or end marker,
i.e., certain physical layers use a line code for timing reasons.

8
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1 —It can be coded into two parts i.e., high to low M =10

0 — It can be coded into two parts i.e., low to high—T 1 =01

Codes of all low (000) or all high (111) aren’t used for the data and therefore, can be
used for framing.

=~ Check Your Progress 1

1)  Name different framing methods.

2)  Write the bit sequence after bit stuffing for the data stream
110001111111100001111100

3)  Why bit stuffing is advantageous over character stuffing?

1.3 BASICS OF ERROR DETECTION

The Network should ensure complete and accurate delivery of data from the source
node to destination node. But many times data gets corrupted during transmission. As
already discussed in the previous block, many factors can corrupt or alter the data that
leads to an error. A reliable system should have methods to detect and correct the
errors. Firstly, we will discuss what the error could be then, in the later section we will
discuss the process of detecting and correcting them.

Types of Error

Several types of error may occur during transmission over the network:

. 1-bit error
. burst error
o lost message (frame)

1-bit error: 1-bit error/Single bit error means that only one bit is changed in the data
during transmission from the source to the destination node i.e., either 0 is changed to
1 or 1 is changed to 0 as shown in Figure 8.

[0]0]O0]1]0]O[0]0] (Sentby source)

[0]O0]O]1]O]J1]0]0] (Receivedby destination)

Figure 8: 1 bit error
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This error will not appear generally in case of serial transmission. But it might appear
in case of parallel transmission.

Burst error: Burst error means that 2 or more bits of data are altered during
transmission from the source to the destination node. But, it is not necessary that error
will appear in consecutive bits. Size of burst error is from the first corrupted bit to the
last corrupted bit as shown in Figure 9.

Burst Error size = 5
—>

[0[1]0]1]2]0]0]0] (Sentbysource)
7y

(0] O[T [1]JO[T]0]0] (Received by destination)

Figure 9: Burst error

An n-bit burst error is a string of bits inverted during transmission. This error will
hardly occur in case of parallel transmission. But, it is difficult to deal with all
corrupted bits at one instance.

Lost Message (Frame): The sender has sent the frame but that is not received
properly, this is known as loss of frame during transmission. To deal with this type of
error, a retransmission of the sent frame is required by the sender. We will discuss
retransmission strategies in the next unit.

Now we will discuss some methods for error detection.

Error Detection

As already discussed in the beginning of this section accurate delivery of data at the
receiver’s site is, one of the important goals of this layer. This implies that the
receivers should get the data that is error free. However, due to some factors if, the
data gets corrupted, we need to correct it using various techniques. So, we require
error detection methods first to detect the errors in the data before correcting it. Error

detection is an easy process.

For error detection the sender can send every data unit twice and the receiver will do
bit by bit comparison between the two sets of information. Any alteration found after
the comparison will, indicate an error and a suitable method can be applied to correct

the error.

But, sending every data unit twice increases the transmission time as well as overhead
in comparison. Hence, the basic strategy for dealing with errors is to include groups of
bits as additional information in each transmitted frame, so that, the receiver can
detect the presence of errors. This method is called Redundancy as extra bits
appended in each frame are redundant. At the receiver end these extra bits will be

discarded when the accuracy of data is confirmed.

10



For example:

Source node (Sender)

[oJojoftfofofo]o]

[ofojojtfofojojofr]r]t]

Destination node (Receiver)

[ofojojtfofojojofr]r]t]

[ofojojtfofofo]o]

Redundancy check methods commonly used in data transmission are:

° Parity check

° CRC

° Checksum

Parity Check

° The most common method used for detecting errors when the number of bits in

the data is small, is the use of the parity bit.

° A parity bit is an extra binary digit added to the group of data bits, so that, the
total number of one’s in the group is even or odd.

° Data bits in each frame is inspected prior to transmission and an extra bit (the
parity bit) is computed and appended to the bit string to ensure even or odd
parity, depending on the protocol being used.

° If odd parity is being used, the receiver expects to receive a block of data with
an odd number of 1’s.

° For even parity, the number of 1’s should be even.
In the example below, even parity is used. The ninth column contains the parity bit.
010101010

011110011
111100110

o Use of parity bits a rather weak mechanism for detecting errors.

. A single parity bit can only detect single-bit errors.
Block Sum Check Method
. This is an extension to the single parity bit method. This can be used to detect

up to two bit errors in a block of characters.
. Each byte in the frame is assigned a parity bit (row parity).
. An extra bit is computed for each bit position (column parity).
. The resulting set of parity bits for each column is called the block sum check.

Each bit that makes up the character is the modulo-2 sum of all the bits in the
corresponding column.

11
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Block Sum Check, example
Sender’s data: 0000100 0010101 0101011

10000100
1{0010101
00101011

0{0111010

Data after adding parity bits:
00001000 00101010 01010110 01110100

This method detects single bit errors as well as increases the probability of finding
burst error.

CRC
Cyclic Redundancy Check (CRC) is used to detect burst errors

In this method, you would need to treat strings of bits as coefficients of a polynomial
code that uses modulo 2 arithmetic. In modulo 2 arithmetic there are no carriers for
addition and borrows for subtraction. Polynomial codes treat bit strings as
representative of polynomials with coefficients of 0 and 1 only.

For example, the bit sequence 1 0 01 0 1 is represented by the polynomial x* + x* + 1
(1x° 40.x*+0.x’+1.x*+0.x>+1.x"). When the polynomial method is employed, the
sender and the receiver must agree upon a generator polynomial both the high and low
order bits of the generator must be 1.

In this method the Sender divides frame (data string) by a predetermined Generator
Polynomial and then appends the remainder (called checksum) onto the frame before
starting the process of transmission. At the receiver end, the receiver divides the
received frame by the same Generator polynomial. If the remainder obtained after the
division is zero, it ensure that data received at the receiver’s end is error free. All
operations are done modulo 2.

An example that explains finding CRC (Cyclic Redundancy Check) will follow later.
Checksum

In this method the checksum generator divides the given input data into equal
segments of k bits(8 or 16). The addition of these segments using ones complement
arithmetic is complimented. This result is known as the checksum and it is appended
with the data stream. This appended data stream is transmitted across the network on
the transmission media. At the receiver end add all received segments. If the addition
of segments at the receiver end is all 1’s then, the data received is error free as,
complement of the same will be all 0’s. Then the data can be accepted, otherwise, data
can be discarded.

For example:

Sender’sdata 00000010 01010000

00000010
01010000

Sum 01010010

Checksum (Compliment) 10101101
12



Data with appended checksum: 00000010 01010000 10101101 Media Access Control
andData Link Layer
Receiver’s accept the data as

00000010 01010000 10101101
At receiver’s end

00000010
01010000
10101101

sum 11111111
Complement 00000000

As complement is O it indicates that the data received at the receiver’s end is error free
so, it will be accepted by the receiver.

The checksum method detects all errors as it retains all its carries.

° Odd number of bits
° Most of even number of bits.

=~ Check Your Progress 2

1)  Define parity bit? Also define even and odd parity?

2)  Name the method that can detect single bit error and burst error.

3)  Define checksum.

1.4 FORWARD ERROR CORRECTION

In the previous section, we have discussed detection of error that appears after the
transmission of data over the network from sender to receiver. In this section, we will
study how to perform correction of errors. Forward Error Correction (FEC) is a type
of error correction method which improves on simple error detection schemes by
enabling the receiver to correct errors once they are detected. This reduces the need
for retransmissions of error frames.

Firstly we consider the simple case i.e., correcting single bit error. As we have
discussed earlier that a single bit error can be detected by adding one additional bit
(parity bit/ redundant bit). This additional bit can detect error in any bit stream by
differentiating the two condition error or not error as a bit can have two states only
i.e., 0and 1.

13
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For correction of detected single bit error two states are not sufficient. As an error
occurs in bit stream indicates that one bit is altered from either 0 to 1 or 1 to 0. To
correct the same, conversion of altered bit is required. For performing this conversion
we must know the location of bit which is in error. Therefore, for error correction
identification of location of error bit is required. For example, for applying error
correction of single bit error in ASCII character we must find which of 7 bit is altered.
For doing this we could have eight different states i.e., no error, error in bit position 1,
error in bit position 2 up to error in bit position7. For this we need many redundant
bits to represent all eight states.

Here, 3 bit redundancy code can represent all possible eight states because 3 bits can
represent 8 states (000 to 111). But if an error occurs in redundancy bit then we need 3
Additional bits added with 7 ASCII character bits, it covers all possible error
locations.

So we can generalise if we have n data bits and r redundancy bits then total n+r will
be the transmittable bits and r bits must be able to represent at least n+r+1 different
states, here plus 1 indicates no error state. Hence n+r+1 states are identifiable by r
additional bits and r additional bits represents 2" different states.

. 2" >=ntr+l
For example, in 7 bit ASCII character we need at least 4 redundant bits as 2*>=7+4+1.
Hamming code is one such error correcting code.

For the example discussed above for a 7 bit ASCII character and 4 redundant bit, we
will have total bits as n+r i.e., 7+4 = 11. These 4 redundant bits can be inserted in 7 bit
data stream in position 1,2,4 and 8 (in 11 bit sequence at 20,21,22,23) named as rl,r2,r4
and r8 respectively.

In Hamming code each redundant bit is the combination of data bits where each data
bit can be included in more than one combination as shown below.

rl:1,3,5,7,9,11
r2:2,3,6,7,10,11
r3:4,5,6,7
r8:8,9,10,11

Now we, will find the values of redundant bit r1,r2, r4 and r8 for the data bit
sequencel010101 as shown in following Figure.

11 10 9 8 7 6 5 4 3 2 1

(1 Jo [t |8 Jo [r Jo |4 [1 [r2 |rl

For finding values of rl, 12, r4 and 8 we will find even parities for various bit
combination. The parity bit will be the value of redundant bit.




Assume that during transmission the number 5 bit is altered from 0 to 1. So at
receiver end for error detection and correction new parities will be calculated as

earlier. Efor new parity
1 0 1 0 0 1 1 1 1 1 1 1
1 0 1 0 0 1 1 1 1 1 1 0
1 0 1 0 0 1 1 1 1 1 1 1
1 0 1 0 0 1 1 1 1 1 1 0

0101 = 5. It implies 5™ bit is the error bit. The binary number obtained from new
parties will indicate the error bit location in the received data stream. Subsequently
that bit can be altered and data can be corrected.

If all the values in the new parity column are 0, we conclude that the data is error
free. In the given example if no error it should be 0000.

=~ Check Your Progress 3

1)  Define Hamming distance.

2)  Generate the Hamming code for the following input datal01111

1.5 CYCLIC REDUNDANCY CHECK CODES FOR
ERROR DETECTION

The most commonly used method for detecting burst error in the data stream is Cyclic
Redundancy Check Method. This method is based on the use of polynomial codes.
Polynomial codes are based on representing bit strings as polynomials with
coefficients as 0 and 1 only.

For example, the bit string 1110011 can be represented by the following polynomial:

15+ +1x 0 +0xP + 1 +1.x°

This is equivalent to:

L+t

. The polynomial is manipulated using modulo 2 arithmetic (which is equivalent
to Exclusive OR or XOR).

15
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. Depending on the content of the frame a set of check digits is computed for
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each frame that is to be transmitted. Then the receiver performs the same
arithmetic as the sender on the frame and check the digits. If the result after
computation is the same then the data received is error free.

. A different answer after the computation by the receiver indicates that, some
error is present in the data.

. The computed check digits are called the frame check sequence (FCS) or the
cyclic redundancy check (CRC).

The CRC method requires that:

o The sender and receiver should agree upon a generator polynomial before the
transmission process start.

] Both the high and low bits of the generator must be 1.

. To compute the checksum for a frame with m bits, the size of the frame must
belonger than the generator polynomial.

Algorithm for Computing the Checksum is as follows as:

Let D(x) be the data and G(x) be the generating polynomial. Let r be the
degree of generator polynomial G(x).

Step 1: Multiple the data D(x) by X', giving r zeros in the low-order end of the frame.
Step 2: Divide the result obtained in stepl by G(x), using modulo-2 division.

Step 3: Append the remainder from step 2 to D(x), thus, placing 7 terms in the
r low-order positions.

The type of generating polynomial is important for finding the types of error that are

detected.
° A generator polynomial of R bits will detect:
— all single-bit errors
— all double-bit errors
— all odd-number of bit errors
— all burst errors <R
— most burst errors >= R
Example:

Data 1011101

Generator Polynomial G(x): x*+x*+1 =10101

Here the size of the generator polynomial is 5 bit long, so, we will place 5 —1=40’s
in the low order data stream. So the data will be:

Data 1011101 0000
Now using modulo2 division, (for getting data ready to be transmitted), we will divide

the data by the generator polynomial as shown in the Figure 10.

16
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1001011
10101 ‘10111010000

10101

00100
00000

01001

00000

_\Y
10010
10101

01110
00000
_—\l
11100
10101
10010
10101

0111 (Remainder)

Figure 10: Cyclic redundancy check

The remainder obtained after the division of 0111, will be placed on the low order bits
of the data stream. So the Data that is transmitted over the network by the sender is
D(x)=1011101 0111
Now at the receiver’s end, the receiver receives D(x) as data which will be divided by
the generator polynomial as shown in Figure 1.
Division diagram at receiver’s site

1001011

10101 ‘ 10111010111

01001
00000

10010
10101

01111
00000

11111
10101

10101
10101

0000

Figure 11: Cyclic redundancy check at the receiver side
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Here the remainder obtained after division is 0000, so it ensure that data received at
the receiver end is error free otherwise, it indicates that the data has some error in it.

In this way the CRC method can detect whether the data has some error or is error
free.

=~ Check Your Progress 4

1)  Find the CRC for the data polynomial x*+x*+x+1 where generator polynomial is
3
x+1.

1.6 FLOW CONTROL

Another important issue for the data link layer is dealing with the situation which
occurs when the sender transmits frames faster than the receiver can accept or process
them. If the sender is working on a fast machine and the receiver is working on a slow
machine this situation may occur in the network. In this process of transmission, some
of the frames might be lost as they were not processed by the receiver due to it’s low
speed, while the sender might have through the transmission to be completely error
free. To prevent this situation during transmission, a method is introduced called the
Flow Control.

Flow control means using some feedback mechanism by which, the sender can be
aware of when to the send next frame, and not at the usual speed of the sender. If the
frame is accepted /processed by the receiver then only with the sender send the next
frame. It may be said that the speed of the sender and the receiver should be
compatible with each other, so that the receiver will receive or process all frames sent
by the sender as every receiver has a limited block of memory called the buffer,
reserved for storing incoming frames.

There are several methods available for deciding when a sender should send one
frame or the next frame. Flow control ensures that the speed of sending the frame, by
the sender, and the speed of processing the received frame by the receiver are
compatible.

There are two basic strategies for flow control:
1) Stop-and-wait
2) Sliding window.

We shall start with the assumption that the transmission is error free and that we have
an ideal channel.

Stop and Wait

Stop-and-Wait Flow Control (Figure 12) is the simplest form of flow control. In this
method, the receiver indicates its readiness to receive data for each frame, the message
is broken into multiple frames. The Sender waits for an ACK(acknowledgement) after
every frame for a specified time (called time out). It is sent to ensure that the receiver
has received the frame correctly. It will then send the next frame only after the ACK
has been received.

18



Operations:

1) Sender: Transmits a single frame at a time.

2) Receiver: Transmits acknowledgement (ACK) as it receives a frame.

3) Sender receives ACK within time out.
4) Gotostep 1.

Source Destination

. Frame
Time out

Transmission time of
ACK ACK

Time
ACK Received

Figure 12: Stop and Wait

If a frame or ACK is lost during transmission then it has to be transmitted again by the
sender. This retransmission process is known as ARQ (automatic repeat request). Stop
and Wait ARQ is one of the simplest methods of flow control. It will be further

discussed in detail in the next unit.

The problem with stop and wait is that only one frame can be transmitted at a time
and that often leads to inefficient transmission channel till we get the
acknowledgement the sender can not transmit any new packet. During this time both

the sender and the channel are unutilised.

To deal with this problem, there is another flow control method i.e., sliding window

protocol which is discussed below:

Sliding Window Protocol

In this flow control method, the receiver allocates buffer space for n frames in
advance and allows transmission of multiple frames.This method allows the sender to
transmit n frames without an ACK. A k-bit sequence number is assigned to each
frame. The range of sequence number uses modulo-2 arithmetic. To keep track of the
frames that have been acknowledged, each ACK has a sequence number. The receiver
acknowledges a frame by sending an ACK that includes the Sequence number of the
next expected frame. The sender sends the next n frames starting with the last
received sequence number that has been transmitted by the receiver (ACK). Hence, a

] Propagation Delay

Transmission time of
frame

Time

single ACK can acknowledge multiple frames as shown in the Figure 3.

The receiver receives frames 1, 2 and 3. Once frame 3 arrives ACK4 is sent to the

sender. This ACK4 acknowledge the receipt of frame 1, 2 and 3 and informs the

sender that the next expected frame is frame 4. Therefore, the sender can send

multiple back-to-back frames, making efficient use of the channel.

19
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Sender

Normal Flow diagram of a sliding window

Frame 1

/

Frame 2

/

Frame 3

b4

/

ACK 4

\

Frame 4

/N
/

Frame 5

P
/

<

Time

Sending Window:

Receiver

Operation of a Sliding Window

receiving windows as shown in Figure 14 & 15.

20

Time

Figure 13: Normal flow diagram of sliding

Sequence number is a field in the frame that is of finite size. If & bits are reserved for
the sequence number, then the values of sequence number ranges from 0 to 2* — 1
(Modulo Arithmetic).

In this mechanism we maintain two types of windows (buffer) sending window and

At any instant, the sender is permitted to send frames with sequence numbers in a
certain range (3-bit sending window) as shown in Figure 14.
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Window of
frames ready for
Frames already transmission
transmitted

012345’6701234\567

A . . _—
Sending Window .
Window expands
e as ACKs are
in .

Frame W ! dow received
sequence shrinks as
number frames are

transmitted
Last transmitted

frame

Figure 14: Sending window in a sliding window
Receiving Window

The receiver maintains a receiving window depending on the sequence numbers of
frames that are accepted as shown in Figure 15.

Window of frames

Frames already / accepted by receiver

received

> - 5
Window shrinks Window expands as
as frames are ACKs are sent
received

Last Acknowledged

frame

Figure 15: Receiving window in a sliding window

Functioning of Sliding Window

Flow control is achieved as the receiver can control the size of the sending window by
limiting the size of the sending window. Similarly, data flow from the sender to the
receiver can be limited, and that too can controls the size of receiving window as
explained with the help of an example in Figure 16.
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Example:
Sender’s Window Receiver’s window
IEEEEEKEEEE of J2A3 449470123 Initially
FO
F1
F2
Ffiiz
Status of sender’s and
o[1]2|3]4]5]6]7]o[1]2|3 of1]2[3[4]5]¢[7]o]1]2|3
pd receipt of 4 frames
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Figure 16: Function of a sliding window machine

Two types of errors are possible while transmission from source to destination takes
place

1) Lost frame: Frame (data or control) fails to arrive.
2) Damaged frame: Frame is recognised, but some bits have been changed.

Two commonly used methods for sliding window are:

1) Go-back-n ARQ
2) Selective-repeat ARQ

Details of these two ARQ requests are discussed in the next unit.
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1)  How does the sliding window protocol increase the utilisation of bandwidth?

2)  Define ARQ. How does ARQ facilitate the error control process?

1.7 SUMMARY

This unit introduced the basic fundamental issues related to the Data Link Layer. The
concept of framing and different methods of framing like Character Count, Character
Stuffing, Bit stuffing and Framing by Illegal code has been focused up on. In the Data
Link layer, data flow and error control is discussed. This error and flow control is
required in the system for reliable delivery of data in the network. For the same,
different types of error, different methods for error detection and correction are
discussed. Among various methods, Block sum check method detects burst of error
with high probability. CRC method is the one which detects the error with simplicity.
Forward Error Correction is the error correction method that uses the parity concept.
For flow control, stop and wait method tries to ensure that the speed of the sender and
the receivers are matching to an extent. To overcome this sliding window protocol is
introduced. Sliding window protocol can send many frames at one instance and that
increases the efficiency of transmission channel. If some error occurs in the data then
retransmission of the error frame is required and it is known as ARQ.

1.8 SOLUTIONS/ANSWERS

Check Your Progress 1
1)  Character Count, Character Stuffing, Bit Stuffing and Framing by Illegal Code

2)  11000111110111000011111000

3)  Only 1 bit used as stuffed bit in bit stuffing instead of character (8 bits) in
character stuffing.

Check Your Progress 2

1)  The extra bit added to the data bits to make number of 1’s even or odd.
Even parity: The number of 1’s in data bits including the parity bit
should be even.

Odd Parity: The number of 1’s in data bits including the parity bit
should be odd.

2)  Parity bit method is used for detecting single bit error. And CRC method
is used to detect burst error.
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Data Link Layer 3)  Checksum is the value that is used for error detection. It is generated
Fundamentals by adding data units using 1’s compliment and then complementing the
result (modulo 2 arithmetic).

Check Your Progress 3

1) A method that adds redundant bits to the data stream for error detection and
correction is called Hamming Code.

2) 1=0 =0 n=0 =1
Check Your Progress 4

1) CRC- 101
Check Your Progress 5

1)  Sliding Window protocol increases the utilization of bandwidth as we can
transmit many frames without waiting for an acknowledgement.

2)  An error control method in which correction is made by retransmission of
data by. ARQ facilitate error control process by using any of the following
method:

Stop and Wait ARQ
Go-Back N ARQ
Selective Repeat ARQ

1.9 FURTHER READINGS

1)  Computer Networks, Andrew S. Tanenbaum, 4" Edition, Prentice Hall of
India, New Delhi.

2)  Data and Computer Communications, William Stalling, 5" Edition, Pearson
Education, New Delhi.

3)  Data Communications and Networking, Behrouz A. Forouzan, 3" Edition,
Tata McGraw Hill, New Delhi.

4)  Communication Networks— Fundamental Concepts and Key Architectures,
Leon Garcia and Widjaja, 3" Edition, Tata McGraw Hill, New Delhi.
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2.0 INTRODUCTION

In the previous unit we discovered that, Data Link Layer is responsible for ensuring
that data is received at the receiver’s end in line and error free. For the same task it has
two important functions to perform that is Flow control and Error control. Flow and
Error control are performed by the data link protocol. Before starting discussion on
methods for flow and error control, firstly, we will define Flow control and Error
control.

Flow control deals with when the sender should send the next frame and for how long
the sender should wait for an acknowledgement. Data link protocol takes care of the
amount of data that a sender can send and that a receiver can process as, the receiver
has its own limitation in terms of speed for processing the frames. It also sees the
compatibility of speed of both the sender and the receiver.

Error control deals with error detection and correction method that we have already
discussed in the previous unit. If, an error is found in the frame either due to loss of
frame or due to damage of frame, retransmission of the same is required by the sender.
Retransmission is required when a sender does not receive a positive
acknowledgement in time, due to a loss of frame or loss of acknowledgement or if,

the sender receives negative acknowledgment from the receiver due to frame not been

error free. This process of retransmission is called ARQ (Automatic Repeat Request).

The set of rules that will determine the operations for the sender and the receiver are

named the ARQ protocol. This ARQ protocol makes the network reliable, and that is,

one of the important requirements of a network system if, data transmits from one

node to another over the network and ensures that data received at receiver’s site is

complete and accurate. Here, we will refer to ACK, for positive acknowledgement

(that is receiver has correct data) and NAK (REJect) to refer to negative

acknowledgement (that is frame is received with some error). In this unit, you will

study three commonly used methods for flow and error control that is Stop & Wait

ARQ, GoBack-n ARQ and Selective Repeat ARQ.

2.1 OBJECTIVES

After going through this unit, you should be able to :

° define flow and error control,;
o define is ARQ;
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] define functionality of data link protocol;

° define Stop & Wait ARQ method for error and flow control;

o define GoBack-n ARQ method for error and flow control;

o perform selective Repeat ARQ method for error and flow control, and

o define pipelining.

2.2 STOP & WAIT ARQ

This is the simplest method for flow and error control. This protocol is based on the
concept that, the sender will send a frame and wait for its acknowledgment. Until it
receives an acknowledgment, the sender cannot send the next frame to the receiver.
During transmission of frame over the network an error can appear.

Error can be due to a frame getting damaged/lost during transmission. Then, the
receiver discards that frame by using error detection method. The sender will wait for
acknowledgement of frame sent for a predetermined time (allotted time). If timeout
occurs in the system then, the same frame is required to be retransmitted. Hence, the
sender should maintain a duplicate copy of the last frame sent, as, in future it can be
required for retransmission. This will facilitate the sender in retransmitting the
lost/damaged frame.

At times the receiver receives the frame correctly, in time and sends the
acknowledgment also, but the acknowledgment gets lost/damaged during
transmission. For the sender it indicates time out and the demand for retransmission of
the same frame appears in the network. If, the sender sends the last frame again, at the
receiver’s site, the frame would be duplicated. To overcome this problem it, follows a
number mechanism and discards the duplicate frame.

Another situation when a error can appear in the network system is when the receiver
receives the frame out of order, then it simply discards that frame and sends no
acknowledgement. If, the acknowledgement is not received by the sender in time then,
it assumes that the frame is lost during transmission, and retransmits it.

For distinguishing both data frame and acknowledgement frame, a number mechanism
is used. For example A data frame 0 is acknowledged by acknowledgement frame 1,
to show that the receiver has received data frame 0 and is expecting data framel from
the sender.

Both the sender and the receiver both maintain control variable with volume 0 or 1 to
get the status of recently sent or received. The sender maintains variable S that can
hold 0 or 1 depending on recently sent frame 0 or 1. Similarly the receiver maintains
variable R that holds 0 or 1 depending on the next frame expected 0 or 1.

Here, we are considering one directional information flow (Frame) and other direction
control information (ACK) flow. If transmission of frames leads to an error then, the
recovery process of the same demands, a retransmission strategy to be used that leads
to four different possible outcomes, that are:

. Normal Operation
° When ACK is lost
° When frame is lost

° When ACK time out occurs
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If the sender is sending frame 0, then it will wait for ack 1 which will be transmitted

by the receiver with the expectation of the next frame numbered framel. As it receives

ACKI in time (allotted time) it will send frame 1. This process will be continuous till

complete data transmission takes place. This will be successful transmission if ack for

all frames sent is received in time. It is shown with the help of Figure. I

Sender Receiver

F1 0

ACK R=0
A(H(Q;:::>
acko,—1 &

S=0 R=0
v v
Time Time

Figure 1: Stop and wait protocol

When ACK is lost

Here the sender will receive corrupted ACK1 for frame sent frame 0. It will simply
discard corrupted ACK1 and as the time expires for this ACK it will retransmit
frame 0. The receiver has already received frame 0 and is expecting framel, hence, it
will discard duplicate copy of frame 0. In this way the numbering mechanism solves
the problem of duplicate copy of frames. Finally the receiver has only one correct
copy of one frame. This is explained with the help of Figure.2.

Sender Receiver

S=0 FO
T R=0
ACK1

s=1<<i:;51 -
. l Losy R=1
Time

Expires

i

1
Qg;::> R=0

v v
Time Time

S=1

\z /

S=0

Figure 2: Loss of ACK
When Frame is lost

If the receiver receives corrupted/damaged framel, it will simply discard it and
assumes that the frame was lost on the way. And correspondingly, the sender will not
get ACKO as frame has not been received by the receiver. The sender will be in
waiting stage for ACKO till its time out occurs in the system. As soon as time out
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occurs in the system, the sender will retransmit the same frame i.e framel(F1) and the
receiver will send ACKO in reply as shown in Figure.3.

Sender Receiver
§=0 xFO
ACK1

.<Fl lost
_—

R=0

S=1
Time
Expires
S=1

SR
o]

S=0 R=0

v v

Time Time

Figure 3: Loss of a frame

When ACK time out occurs

In this operation, the receiver is not able to send ACKI1 for received frame0 in time,
due to some problem at the receiver’s end or network communication. The sender
retransmits frameO as ACKI1 is not received in time. Then, the sender retransmits
frame0 as ACK1 time expires. At the receiver end, the receiver discards this frame0 as
the duplicate copy is expecting framel but sends the ACK1 once again corresponding
to the copy received for frame(. At the sender’s site, the duplicate copy of ACKI1 is
discarded as the sender has received ACK1 earlier as explained with the help

of Figure 4.

Sender Receiver

S=0 0

Time ACK? R=0
0

Expires | S=0 >§\
r R=1

S=1
—ll
s
R=0
S=0y v
Time Time

Figure 4: ACK time out

These operations indicate the importance of the numbering mechanism while,
transmitting frames over the network. The method above discussed has low efficiency
due to improper use of the communication channel. So, now, we will discuss the case
if flow of data is bidirectional. In Bidirectional transmission both the sender and the
receiver can send frames as well as acknowledgement. Hence, both will maintain S
and R variables. To have an efficient use of bandwidth the ACK can be appended

with the data frame during transmission. The process of combining ACK with data is
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known as Piggybacking. The concept of piggybacking is explained in a later section.
This reduces transmission overhead and increases the overall efficiency of data
transmission.

The process is shown in Figure.5.

Sender Receiver

R=0 S=0 %0

R=0 S=0
FO ACK
R=0 S=1'<Fl ACK1
\
4

A

R=1 S=1

v

Time Time
Figure 5: Piggybacking 1
The problem with stop and wait is that only one frame can be transmitted at a time and

this leads to inefficiency of transmission. To deal with this, we have another error and
flow control method that we will discuss in the next section.

2.3 GO-BACK-N ARQ

In this section, we will try to overcome the inefficient transmission that occurs in Stop
& Wait ARQ. In this method, many frames can be transmitted during the process
without waiting for acknowledgement. In this, we can send n frames without making
the sender wait for acknowledgements. At the same time, the sender will maintain a
copy of each sent frame till acknowledgement reaches it safely. As seen earlier in the
Stop & Wait ARQ where, we used number mechanism, here also, we will use number
method for transmission and receipt of frames. Each frame will have a sequence
number that will be added with the frame. If, the frame can have k bit sequence
number then the numbers will range between 0 to 2*-1. For example if k is 2 bit then
numbers will be 0,1,2,3,0,1,2,3,0,....

The sender can send 4 frames continuously without waiting for acknowledgment. But,
the receiver will look forward to only one frame that must be in order. If, the frame
received is not in order, it will simply keep on discarding the frame till, it receives the
desired sequence number frame. The receiver is not bound to send an individual
acknowledgment for all frames received; it can send a cumulative acknowledgment
also. The receiver will send a positive acknowledgement if, the received frame is the
desired sequence number frame. Otherwise, it will keep on waiting if, the frame
received is corrupted or out of order. As soon as the timer expires for the frame sent
by the sender, the sender will GoBack and retransmit all frames including the frame
for which the timer expired, till, the last sent frame. Hence, it is named as Go-Back-N
ARQ. The process of retransmission for an error frame is shown in Figure.6.Go-Back-
N is used in HDLC protocol.

29

Media Access Control and
Data Link Layer



Retransmission Strategies
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Figure 6: Go-Back-N

If, the error rate is high, then, this leads to a lot of wastage of bandwidth as the sender
will retransmit all the frames from, the frame in which error appears till the last sent.
To increase the efficiency of transmission, when the error rate is high, another
protocol called Selective Repeat ARQ is used which is discussed in the next section.

2.4 SELECTIVE REPEAT ARQ

This method increases the efficiency of the use of bandwidth. In this method, the
receiver has a window with the buffer that can hold multiple frames sent by the
sender. The sender will retransmit only that frame which has some error and not all
the frames as in Go-Back-N ARQ. Hence, it is named as selective repeat ARQ. Here,
the size of the sender and the receiver window will be same. The receiver will not
look forward only to one frame as in Go-Back-N ARQ but it will look forward to a
continuous range of frames. The receiver also sends NAK for the frame which had the
error and required to be retransmitted by the sender before the time out event fires. As
in the earlier section we discussed, each frame will have a sequence number that will
be added with the frame. If, the frame can have k bit sequence number then the
sequence number of frames will range between 0 to 2*-1. For example, if k is 2 bit
then numbers will be 0,1,2,3,0,1,2,3,0,....Size of sender and receiver window would
be 22 i.e 4/2=2 or it can be written as 2*'. If the window size is 2 and
acknowledgement for frame0 and framel both gets lost during transmission then, after
timer expires the sender will retransmit frameO though the receiver is expecting
frame2 after framel was received without any error. Hence, frame( will be discarded
by the receiver as a duplicate frame. If the receiver window size is more than two, the
receiver will accept duplicate frame0 as a new frame and hence, the size of window
should be 2%/2. The process is shown in Figure. 7.

& Time interval expires--- =

0 1 2 3 4 5 6 2 7 8

To be
Buffered

Figure 7: Selective Repeat
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If, we consider bidirectional transmission i.e., data and acknowledgement flow from
both sender and receiver then, the concept of Piggybacking can be used in a similar
fashion as already discussed in Stop & Wait ARQ method, in order to better utilise
bandwidth.

2.5 PIPELINING

Pipelining in the network is one task that starts before the previous one is completed.
We might also say that the number of tasks is buffered in line, to be processed and this
is called pipelining. For example, while printing, through the printer before one task
printing is over we can give commands for printing second task. Stop & Wait ARQ
does not use pipelining. As in Stop & Wait ARQ the sender cannot send the next
frame till it receives acknowledgement for the frame sent. Here, Pipelining is used in
Go-Back-N ARQ and Selective repeat ARQ as both methods can send multiple
frames without holding the sender for receiving the acknowledgement for frame sent
carlier. This process of pipelining improves the efficiency of bandwidth utilisation.
Now, we will explain with the help of Figure § how pipelining is used in Go-Back-N

ARQ.
< Time interval expires—=>
ol 1|23 4 5 2 (|3 4115 6|7 | R
\ )RR
A A
07| | 1| pror Discard Discard Discard 3[4 5 (16 it 1. ).

Figure 8: Pipelining in Go-Back-N

Here frame0 is received by the receiver and without waiting for acknowledgment of
frame 0 sent at sender site, the sender is allowed to send framel. This process is
known as pipelining.

Similarly, selective repeat pipelining is used as shown in Figure 9 below.

------- Time interval expires----—

IIIII HNH EI ---------
I KM

Buffer

Figure 9: Pipelining in selective repeat
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In this example we can show how pipelining increases the overall utilisation of
bandwidth. Frame0 and framel are sent in continuous order without making the
sender wait for acknowledgment for frame0 first.

=~ Check Your Progress 1

1)  Define flow and error control.

2)  Explain Go-Back-N ARQ and Selective repeat ARQ are better methods for
retransmission.

3)  Give an example where pipelining can be applied.

4)  What is the significance of control variables S and R?

2.6 PIGGYBACKING

Piggybacking is the process which appends acknowledgement of frame with the data
frame. Piggybacking process can be used if Sender and Receiver both have some data
to transmit. This will increase the overall efficiency of transmission. While data is to
be transmitted by both sender and receiver, both will maintain control variable S and
R. We will explain the process of piggybacking when the sender and the receiver both
are transmitting data with the help of Figure 10.

Sender Receiver

FO ACKO

R=0 S=0
F0' ACK1 7
R=0 S=1 -@CKI
\
4

A

R=0 S=0

R=1 S=1

v

Time Time

Figure 10: Piggybacking
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Here, both the sender and the receiver maintain control variables S and R. The sender
sends frame 0 (FO) with ACKO appended along with it. Similarly, the receiver sends
Frame O(F0) with ACK1 appended to it. This way transmitting both frame and
acknowledgement will concurrently increase optimal efficiency of bandwidth
utilisation because piggybacking will get a free side.

2.7 SUMMARY

This unit focuses on one prime function of the Data link layer that is flow and error
control for achieving the goal of reliable data transmission over the network. For flow
and error control retransmission strategies are considered. Flow control specifically
talks about the speed of sending the frame by the sender and processing the received
frame by the receiver. The speed for the sender and the receiver must be compatible.
So, that all frames can be received in order and processed in time. Error control
technique combines two processes error detection and error correction in the data
frame. In Stop & wait ARQ protocol sender waits for acknowledgment for the last
frame sent. After the acknowledgment is received by the sender then only the next
frame can be sent. In Go-Back-N ARQ frames can be sent continuously without
waiting for the sender to send the acknowledgement. If an error is found in any frame
then frames received after that will be discarded by the receiver. Retransmission of
frames will start from the error frame itself. In selective repeat Process frames can be
sent continuously. But here, the receiver has a buffer window that can hold the frames
received after the error frame. Hence, retransmission will be only for error frame. This
increases the efficiency of data transmission on a network. For better utilisation of
bandwidth, piggybacking can be wused. Piggybacking process appends
acknowledgement along with the data frame. This will be efficient for bidirectional
communication.

2.8 SOLUTIONS/ANSWERS

Check Your Progress 1

1) Flow Control: A method to control rate of flow of frames .
Error Control: A method to detect and handle the errors during data
transmission.

2) Go-Back-N ARQ and Selective repeat ARQ are better method for
retransmission as they keep the copy of each sent frame till the frame is
acknowledged by receiver. Go-Back-N ARQ retransmits all frames in which
there is an error and the following frames. Selective repeat ARQ retransmit
only the error frame.

3) Pipelining is used in Go-Back-N ARQ and Selective repeat ARQ because
many frames can be sent without waiting for previous frame
acknowledgement.

4) Numbering system that is used by sender and receiver by using variable S and

R that can hold 0 or 1 removes the occurrence of possible ambiguities like
either duplicate frame or duplicate acknowledgement.
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3.0 INTRODUCTION

As discussed in first unit of this block, the Data Link Layer (DLL) is divided into two
sub layers i.e., the Media Access Control (MAC) layer and the Logical Link Control
(LLC) layer. In a network nodes are connected to or use a common transmission
media. Based on the connection of nodes, a network can be divided into two
categories, that is, point-to-point link and broadcast link. In this unit, we will discuss,
broadcast link and their protocols. If, we talk about broadcast network then, a control
process for solving the problem of accessing a multi access channel is required. Many
protocols are available for solving the problem of multi-access channel. These
protocols can control an access on shared link as in broadcast network. It is an
important issue to be taken into consideration that is, how to who gets access to the
channel while, many nodes are in competition as shown in Figure 1.

B

Shared Multiple
access medium

I
D

E

Figure 1: Shared media

The protocol which decides who will get access to the channel and who will go nexton
the channel belongs to MAC sub-layer of DLL. Channel allocation is categorised into
two, based on the allocation of broadcast among competeting users that is Static
channel allocation problem and Dynamic Channel allocation problem as shown in
Figure 2. In this unit, we will also discuss whether some access conflict or collision
comes in the network, and how to deal with these conflicts. This is an important issue
for LAN.
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Channel Allocation
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Figure 2: Channel allocation technique

Here the transmission of frames can occupy the medium or any arbitrary time or in
slotted time intervals (time is divided into slots). When the transmission station senses
whether the channel is busy or free, this is called carrier sensing.

3.1 OBJECTIVES

After going through this unit, you should be able to learn:

. the need for accessing multi-access channel;

° common methods for accessing multi-access channel like FDM, TDM;
o the need for Dynamic channel allocation method;

o pure ALOHA method for channel allocation;

° slotted ALOHA method for channel allocation;

° carrier sensing method CSMA to improve performance;

° carrier sensing with collision detection method CSMA/CD;

o IEEE 802.3 standard and their Different Cabling types, and

o basics of Giga Bit Ethernet.

3.2 ADVANTAGES OF MULTIPLE ACCESS
SHARING OF CHANNEL RESOURCES

MAC sub layer’s primary function is to manage the allocation of one broadcast
channel among N competing users. For the same, many methods are available such as
static, and dynamic allocation method.

In the static channel allocation method, allocating a single channel among N
competing users can be either FDM (Frequency division multiplexing) or TDM (Time
division multiplexing). In FDM the total bandwidth will be divided into N equal parts
for N users. This way, every user will have their own frequency band so no conflict or
collision will occur among user in the network. But, this is feasible only when the
number of users are small and traffic is also limited. If, the number of users becomes
large this system has face many problems like either one user is gets one frequency
band that is not used at all or the other user does not get a frequency band for
transmission. Hence, it is simple and efficient for a small number of users. Similarly,
in TDM (Time Division Multiplexing), discussed with first Block every user will get a
fixed N time slot.

In the dynamic channel allocation the important issues to be considered are whether,
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time is continuous or discrete or whether the station is carrier sensing large number of
stations each with small and bursty traffic.

Many methods are available for multiple access channel like ALOHA, CSMA etc. that
we will discuss in the following section.

3.3 PURE ALOHA

As we have discussed earlier in the previous unit, if, one node sends a frame to
another node, there can be some error in the frame. For the same we discussed some
retransmission strategies to deal with the error. But, in case of allocating a single
channel among N uncoordinated competing users, then the probability of collision will
be high. Station accesses the channel and when their frames are ready. This is called
random access. In an ALOHA network one station will work as the central controller
and the other station will be connected to the central station. If, any of stations want to
transmit data among themselves, then, the station sends the data first to the central
station, which broadcast it to all the stations.

Station 1

1 [ ]
Station 2 |:| |:|
Station 3 I:I I:I

Figure 3: ALOHA

Here, the medium is shared between the stations. So, if two stations transmit a frame
at overlapping time then, collision will occur in the system. Here, no station is
constrained, any station that has data /frame to transmit can transmit at any time. Once
one station sends a frame (when it receives its own frame and assumes that the
destination has received it) after 2 times the maximum propagation time. If the sender
station does not receive the its own frame during this time limit then, it retransmit this
frame by using backoff algorithm that we will discuss later on. And if, after a number
of repeats if it does receive own pocket then the station gives up and stops
retransmitting the same frame.

Let R be the bit rate of the transmission channel and L be the length of the frame.
Here, we are assuming that the size of frame will be constant and hence, it will take
constant time t= [./R for transmission of each packet.

As in the case of Pure ALOHA protocol frames can be sent any time so, the
probability of collision will be very high. Hence, to present a frame from colliding, no
other frame should be sent within its transmission time. We will explain this with the
help of the concept of vulnerable period as shown in Figure 4. Let a frame is that
transmitted at time t, and t be the time required for its transmission. If, any other
station sends a frame between t, and ty+t then the end of the frame will collide with
that earlier sent frame. Similarly, if any other station transmits a frame between the
time interval ty+t and ty+2t again, it will result in a garbage frame due to collision with
the reference frame. Hence, 2t is the vulnerable interval for the frame. In case a frame
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meets with collision that frame is retransmitted after a random delay.

I [Reference framd T

Collision with Cpllision
the start ofthe with the end
reference ofthe
frame reference
frame

' 4— Vulnerable interval —®

ts to+t to+2t to+3t

Figure 4: Vulnerable Period

Hence, for the probability of successful transmission, no additional frame should be
transmitted in the vulnerable interval 2t.

To find the probability of no collision with a reference a frame, we assume that a
number of users are generating new frames according to Poisons distribution. Let S be
the arrival rate of new frames per frame time. As we find probability of no collision, S
will represent the throughput of the system. Let G be the total arrival rate of frames
including retransmission frames (also called load of the system). For finding the
probability of transmission from the new and retransmitted frame. It is assumed that
frames arrival is Poisson distributed with an average number of arrivals of G frames/
frame time. The probability of k frames transmission in 2t seconds is given by the
Poisson distribution as follows:

The throughput of the system S is equal to total arrival rate G times the probability of
successful transmission with no collision,

ThatisS=G * P

S=G * P (zero frame transmission in the vulnerable interval i.e.,2t seconds)

Since

P [K frame in vulnerable interval 2t] = 2G) e > ,K =0, 1,2,3
K!

Thus

P[K=0in2t] =-2G
Hence, S=G*P=G.e*C
Note that the averages load is G. Hence it is 2G in 2t

S=G * ¢2¢

The relationship between S vs. G can be shown in Figure 5.
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Figure 5: Throughput vs. load graph of pure ALOHA

As G is increasing, S is also increasing for small values of G. At G=1/2, S attains its
peak value i.e., S=1/2¢ i.e., 0.18(approx). After that, it starts decreasing for increasing
values of G. Here, the average number of successful transmission attempts/frames can
be given as G/S = &’“.

An average number of unsuccessful transmission attempts/frame is
G/S—-1=¢& 1.

By this, we know that the performance of ALOHA is not good as unsuccessful
transmission are increasing exponentially with load G. So, we will discuss Slotted
ALOHA in the next section to see how performance can be improved.

3.4 SLOTTED ALOHA

In this, we can improve the performance by reducing the probability of collision. In
the slotted ALOHA stations are allowed to transmit frames in slots only. If more than
one station transmit in the same slot, it will lead to collision This reduces the
occurrence of collision in the network system. Here, every station has to maintain the
record of time slot. The process of transmission will be initiated by any station at the
beginning of the time slot only. Here also, frames are assumed to be of constant length
and with the same transmission time. Here the frame will collide with the reference
frame only if, it arrives in the interval to-t to t,. Hence, here the vulnerable period is
reduced that is to t seconds long.

The throughput of the system S is equal to the total arrival rate G times the probability
of successful transmission with no collision

ThatisS=G *P

S=G * P (zero frame transmission in t seconds)

The probability of k frames transmission in t seconds and is given by the Poisson
distribution as follows:

Pl k= (G)* * e S/k!, k=0,12,3......

Here average load in the vulnerable interval is G (one frame time) Hence, the
probability of zero frames in t seconds = e

S=G*e©
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The relationship between S vs G can be shown in Figure 6.
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Figure 6: Throughput vs. load graph of slotted ALOHA

From the figure we can see that the system is exhibiting its performance. Maximum
throughput that can be achieved with Slotted ALOHA S=1/e= 36 % (Approx.)

However, with this performance also we are not able to utilise the medium in an
efficient manner. Due to the high rate of collision systems the bandwidth is which was
designed to implement random access in LANs. So, we will discuss a new protocol
called CSMA in the next section.

35 CARRIER SENSE MULTIPLE ACCESS
(CSMA)

As we have seen in previous section, the Slotted ALOHA maximum throughput that
can be achieved is 1/e only, though, the stations do not keep track of what the other
station is doing or what’s going on in the medium. Then also, many frames meet and
collide. So in LANs we will observe the behavior of other station as well and try to
reduce the number of collision to achieve better throughput of the network. To achieve
maximum throughput here, we will try to restrict transmission that will cause collision
by sensing whether the medium has some data or not. Protocols in which station
senses the channel before starting transmission are in the category of CSMA protocols
(also known as listen before talk protocols).

CSMA have many variants available that are to be adapted according to the behaviour
of the station that has frames to be transmitted when the channel is busy or that some
transmission is going on. The following are some versions of CSMA protocols:

. 1-Persistent CSMA
. Non-Persistent CSMA
. p-Persistent CSMA

1-Persistent CSMA

In this protocol a station i.e., who wants to transmit some frame will sense the channel
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first, if it is found busy than that some transmission is going on the medium, then, this
station will continuously keep sensing that the channel. And as soon as this station
finds that the channel has become idle it will transmit its frame. But if more than one
station is in waiting state and keeps track of the channel then a collision will occur in
the system because both waiting station will transmit their frames at the same time.
The other possibility of collision can be if the frame has not reached any other station
then, it indicates to the second station that the channel is free. So the second station
also starts its transmission and that will lead to collision. Thus 1-persistent CSMA a
greedy protocol as to capture the channel as soon as it finds it idle. And, hence, it hasa
high frequency of collision in the system. In case of collision, the station senses the
channel again after random delay.

Non-Persistent CSMA

To reduce the frequency of the occurrence of collision in the system then, another
version of CSMA that is non-persistent CSMA can be used. Here, the station who has
frames to transmit first sense whether the channel is busy or free. If the station finds
that channel to be free it simply transmits its frame. Otherwise, it will wait for a
random amount of time and repeat the process after that time span is over. As it does
not continuously senses the channel to be, it is less greedy in comparison of
1-Persistent CSMA. It reduces the probability of the occurrence of collision as the
waiting stations will not transmit their frames at the same time because the stations are
waiting for a random amount of time, before restarting the process. Random time may
be different for different stations so, the likelihood waiting station will start their
transmission at the same time is reduced. But, it can lead to longer delays than the
1-Persistent CSMA.

p-Persistent CSMA

This category of CSMA combines features of the above versions of CSMA that is 1-
persistent CSMA and non-persistent CSMA. This version is applicable for the slotted
channel. The station that has frames to transmit, senses the channel and if found free
then simply transmits the frame with p probability and with probability 1-p it, defers
the process. If the channel is found busy then, the station persists sensing the channel
until it became idle. Here value of p is the controlling parameter.

After studying the behaviour of throughput vs load for persistent CSMA it is found
that Non-Persistent CSMA has maximum throughput. But we can using collision
detection mechanism improve upon this to achieve more throughput in the system
using collision defection mechanism and for the same we will discuss CSMA/CD in
the next section.

3.6 CSMA WITH COLLISION DETECTION
(CSMA/CD)

As before here also any transmission in the system needs to sense the channel to see
whether it is busy or free. The stations ensure that the transmission will start only
when it finds that the channel is idle. In CSMA/CD the station aborts the process of
transmission as soon as they detect some collision in the system. If two stations sense
that the channel is free at the same time, then, both start transmission process
immediately. And after that, both stations get information that collision has occurred
in the system. Here, after the station detecting the collision, the system aborts the
process of transmission. In this way, time is saved and utilisation of bandwidth is
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optimised. This protocol is known as CSMA/CD and, this scheme is commonly used
in LANs. Now, we will discuss the basic operation of CSMA/CD. Let, t be the
maximum transmission time between two extreme ends of a network system (LAN).
At t, station A, at one extreme end of the LAN begins the process of transmitting a
frame F,. This frame reaches the station E which at another extreme end of the same
network system in t propagation delay away. If no other station in between has started
its frame transmission, it implies that A has captured the channel successfully. But, in
case Ep station E starts its frame transmission just before the arrival of frame from
station A frame then, collision will take place. Station A will get the signal of collision
after 2t time. Hence, 2t time is required to ensure that station A has captured the
channel successfully as shown with the help of Figure 8.

Time= t0 Time=t
A E
i |
A E
| i
A E
| I gy S|

Figure 8: Collision detection

Collision of frames will be detected by looking at the strength of electric pulse or
signal received after collision. After a station detects a collision, it aborts the
transmission process and waits for some random amount of time and tries the
transmission again with the assumption that no other station has started its
transmission in the interval of propagation time. And hence, in CSMA/CD the channel
can be any of the following three states as it can be shown with the Figure 9.

o Transmission of frame is going on.
o Idle slot.
° Contention period/slot.

Transmission Contention
interval interval

Frame I:I I:I I:I I:I Frame I:IP I:I Frame I:I Frame
P 1

Contention Idle

interval interval

Figure 9: Transmission states

In CSMA/CD a station with a frame ready to begin transmission senses the channel
and starts transmission if it finds that the channel is idle. Otherwise, if it finds it busy,
the station can persist and use backoff algorithm which will be discussed in the next
paragraph.
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Backoff Algorithm

With the help of backoff algorithm we will see how the randomisation process occurs
as soon as collision detection takes place. Time is divided into discrete slots with the
length of worst case propagation time (propagation time between two extreme ends of
LAN) 2t. After the first collision in the system, each station waits for 0 or 1 slot time
before trying transmission for the next time. If, two stations that collide is select the
same random number then collision will be repeated. After the second collision, the
station will select 0,1,2 or 3 randomly and wait for these many number of slots. If, the
process of collision will occur repeatedly, then, the random number interval would be
between 0 and 2'-1 for i" collision and this number of slots will be the waiting time for
the station. This algorithm is known as the binary exponential algorithm.

= Check Your Progress 1

1)  Why is DLL divided into two sub layers? What are the key functions of those
sub layers?

2)  How does Slotted ALOHA improve the performance of the system over Pure
ALOHA?

3)  How has non-persistent reduced the probability of collision?

4)  Explain Back off Algorithm and give one example of where it is used.

3.7 ETHERNET FRAME FORMAT (IEEE
802.3)

Ethernet protocol is a MAC sublayer protocol. Ethernet stands for cable and IEEE
802.3 Ethernet protocol was designed to operate at 10 Mbps. Here, we will begin
discussing the Ethernet with various types of cabling. With the help of Figure 9, we
will try to summarise the cabling used for baseband 802.3 LANSs.
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Comtentlon-based Media Characteristic\Cable | 10Base5 10Base2 10BaseT 10BaseF

Medium Thick Thin Coaxial | Twisted Pair Optical
Coaxial Cable Fiber
Cable

Maximum Length of | 500 m 200 m 100 m 2 Km

segment

Topology Bus Bus Star Star

Advantages Used for Low cost Existing Good noise
connecting environment immunity
workstation can use Hub and good to
with tap on and connect use
the cable the stations

Figure 9: Characteristics ethernet cable

IEEE 802.3 Ethernet accesses the channel using 1-persistent CSMA/CD method in
LAN. Now we will discuss MAC frame structure for IEEE 802.3 with the help of

Figure 10.
Preamble | Start Destination | Source Length | Data | Pad | Frame
Delimiter | Address Address | of Data Check
of frame Field Sum

Figure 10: Ethernet Frame Format

Each frame has seven fields explained as follows:

Preamble: The first field of 802.3 frame is 7 byte (56 bits) long with a sequence of
alternate 1 and 0 i.e., 10101010. This pattern helps the receiver to synchronise and get
the beginning of the frame.

Starting Delimiter (SD): The second field start delimiter is 1 byte (8 bit) long. It has
pattern 10101011. Again, it is to indicate the beginning of the frame and ensure that
the next field will be a destination address. Address, here, can be a single address or a
group address.

Destination Address (DA): This field is 6 byte (48 bit) long. It contains the physical
address of the receiver.

Source Address (SA): This filed is also 6 byte (48 bit) long. It contains the physical
address of the sender.

Length of Data Field: It is 2 byte (16 bit) long. It indicates the number of bytes in the
information field. The longest allowable value can be 1518 bytes.

Data: This field size will be a minimum of 46 bytes long and a maximum of 1500
bytes as will be explained later.

Pad: This field size can be 0 to 46 bytes long. This is required if, the data size is less
than 46 bytes as a 802.3 frame must be at least 64 bytes long.

Frame Checksum (FCS): This field is 4 bytes (32 bit) long. It contains information
about error detection. Here it is CRC-32.

Minimum and Maximum Length of Frame

Minimum frame length = 64 bytes = 512 bits
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Maximum frame length= 1518 bytes = 12144 bits

Minimum length or lower limit for frame length is defined for normal operation of
CSMA/CD. This is required so that, the entire frame is not transmitted completely
before its first bit has been received by the receiver. If, this happens then the
probability of the occurrence of collision will be high (the same has been explained
earlier in the previous section CSMA/CD).

Hence, Ethernet frame must be of 64 bytes long. Some of the bytes are header and
trailer parts of the frame. If, we consider 6 bytes destination address, 6 bytes source
address, 2 bytes length and 4 bytes FCS (6+6+2+4=18) then, the minimum length of
data will be 64-18= 46 bytes. If, frame is less than 46 bytes then, padding bits fill up
this difference.

As per 802.3 standard, the frames maximum length or upper limit of frame is = 1518
bytes (excluding preamble and SD). If we subtract 18 bytes of header and trailer then,
the maximum length will be 1500 bytes.

3.8 SUMMARY

In some networks, if a single channel and many users use that channel, then,
allocation strategy is required for the channel. We have discussed FDM and TDM
allocation method. They are the simplest methods for allocation. They work
efficiently for a small number of user. For a large number of users the ALOHA
protocol is considered. There are two versions of ALOHA that is Pure ALOHA and
Slotted ALOHA. In Pure ALOHA no slotting was done but the efficiency was poor.
In Slotted ALOHA, slots have been made, so that every frame transmission starts at
the beginning of the slot and throughput is increased by a factor of 2. For avoiding
collision and to increase efficiency in sensing the channel, CSMA is used. Many
versions of CSMA are persistent and non-persistent. In CSMA/CD collision detection
process is added so that process can be aborted just after a collision is detected.
Ethernet is a commonly used protocol for LAN. IEEE 802.3 Ethernet uses 1 persistent
CSMA/CD access method.

3.9 SOLUTIONS/ANSWERS

Check Your Progress 1

1)  DLL is divided into two sub layers LLC and MAC as IEEE has defined LLC for
standard LANs and MAC for avoiding the conflict and collision on a network to
access to the medium at any time. LLC does error flow control and MAC deals
with channel allocation problem.

2)  Slotted ALOHA follows synchronization for transmitting the frames thatreduces
the probability of collision and hence improves the efficiency.

3)  In non persistent strategy, station waits for random amount of time after sensing
the collision on multiple access channels. Hence are stations attempts for
retransmission after random time that reduces the probability of collision.

4)  After a collision is sensed by the channel, time is divided up into discrete slots.
For example, if first collision identified then each station waits for either 0 or 1
slot time. Similarly, if third collision occurs then random interval will be 0 to 7
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and for i™ collision random number interval will be 0 to 2'-1. Subsequently,
these many numbers of slots will be skipped before retransmission. This is
called as binary exponential back off algorithm. CSMA/CD uses back off
algorithm.
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