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6.1 INTRODUCTION
Hash functions have many applications in Computer Science. Loosely speaking, hash
functions are functions that take a variable length input and give an output of fixed
length, i.e. it compresses the input of arbitrary size to a fixed size. From the point of
view of applications in cryptography, we need hash functions satisfying some extra
conditions. Such hash functions, called one-way hash functions or cryptographic
hash functions, are the main topic of discussion in this Unit. In Sec. 6.2 we discuss the
considerations that go into the design of cryptographic hash functions. In Sec. 6.3, we
will discuss two examples of hash functions, namely, MD5 and SHA-II. In the Sec. 6.4,
we will discuss some attacks on hash functions.

Objectives
After studying this unit, you should be able to
• define a cryptographic hash function;

• define a compression function;
• explain how to construct compression functions from block ciphers using
Davies-Meyer, Matyas-Meyer-Oseas and Miyaguchi-Preneel methods;

• explain the Merkle-Damgård method for constructing hash functions from
compression functions;

• explain the working of MD5 and SHA-II algorithms; and
• explain the birthday attack on hash functions.

6.2 DESIGN OF HASH FUNCTIONS
Let us begin our discussion of hash functions with an example of application of hash
functions. Many useful softwares are available for free download from the internet.
Sometimes, the file may not download properly for the following reason: All the data is
transferred over the internet using the TCP/IP protocol. In this protocol, the data is
divided into packets and sent over the network. All the packets are put together again at
the destination. In this process, some packets may get lost. If this happens, you would
have a damaged version of the file. How can you check if the software has downloaded
correctly.
In some sites, you would have noticed that a number having 32 hexadecimal digits,
called MD5 sum, is also given.(See Fig. 1 on the next page.) We will see later in this
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Unit what this MD5 sum is. For the moment, we will discuss only the reason for giving
the MD5 sum. There are softwares available on the internet to find the MD5 sums of
files. You can find the MD5 sum for the file you have downloaded using any of these
software and compare it with the MD5 sum given in the website. Even if the file you
downloaded is slightly different from the file available on the internet, the MD5 sums
will not match. So, you can check if your software has downloaded correctly by
comparing the hash values. The MD5 sum is actually the hash value of the file

Fig. 1: Software and its MD5 sum.

calculated using a hash function.
The term hash functions comes from Computer Science where it denotes a function, not
necessarily one-way, that compresses an input string of arbitrary length to a string of
fixed length. There, the hash functions are used in the data structure called dictionary
used for sorting. Depending on the application to which it is put, one-way hash function
has many names in cryptographic literature like hashcode, hash total, checksum,
Message Integrity Code(MIC), finger print, MDC, etc.
Let us now formally define a cryptographic hash function. Before we do that let us set
up some notation. Note that there is a bijection between {0, 1}n , n ≥ 1, and the set of all
binary strings of length n. Similarly, there is bijection between the set of all possible
n
finite binary strings and the set ∪∞
n=1 {0, 1} . Let us denote the set of all possible finite
∗
binary strings by {1, 0} .
Definition 7: A function h : {0, 1}∗ −→ {0, 1}n , n ≥ 1, is called a a cryptographic
hash function if h has the following properties:
1) We should be able to calculate h (M) easily from a given a message M.
2)

For a given y in the image of h, it should computationally infeasible to find an
input M0 with h (M0 ) = y. (One way)

3)

It is computationally infeasible to find two inputs M1 and M2 , M1 6= M2 , with
h (M1 ) = h (M2 ).(Collision resistance.)

4)

Given M and h (M), it is difficult to find M0 such that h (M) = h (M).(Second
pre-image resistant)
For reasons that will be clear later, we call the input to a hash function a message and
the output the message digest. We call a function that satisfies condition 2) and 4) a
one way function. We call a function that satisfies condition 3) a collision resistant
hash function.
Note that, in condition 2), if y = h (M), we are not trying to find M. Rather, we are
trying to find an M0 with image y. Instead of condition 3), we often settle for the
following weaker condition:
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Definition 8: We call a function h weakly collision free if, given M, it is
computationally infeasible, to find another M0 6= M such that h (M) = h (M0 ).

Recall that, the pigeon hole principle says that if the number of pigeons is greater than
the number of pigeon holes, some pigeon holes must have more than one pigeon. In the
case of hash functions, by mapping a large set to a small set, we are trying to put a large
number of pigeons in a small number of pigeon holes. The set of possible messages is
much larger than the set of possible message digests. So, there should be many
instances of messages M1 and M2 with h (M1 ) = h (M2 ). The requirement 3) only says
that it should be computationally infeasible to such pairs M1 and M2 .

Hash Functions

In the example we discussed at the beginning of the unit we saw how we can detect if a
file has changed using MD5 sum. We call the MD5 sum a Modification Detection
Code(MDC) or Manipulation Detection Code because it helps us to check if a file has
been modified. However, if a malicious attacker gains access to the server where the
software is made available he/she can do the following:
1) Replace the software file with another file containing a harmful software.
2)

Calculate the MD5 sum for this modified file and replace the hash sum on the
website with the hash sum of the malicious program.
The attacker is able to do this because any one can calculate the MD5 sum. To prevent
this, we use another kind of hash functions called keyed hash-functions. In this case a
secret key is required to calculate the hash. Such keyed hash functions are also called
Message Authentication Codes(MACs) for the following reason: Suppose Alice and
Bob share a secret key k. Also, suppose that Bob wants to send a message to Alice and
Alice wants to be sure that the message was actually sent by Bob. Then, if M is the
message, Bob can calculate the hash hk (M) and send (M, hk (M)) to Alice. Here,
hk (M) is a hash function that uses the secret key k for calculating the hash. Since Alice
also has the key k, she can calculate hk (M) and compare it with the value sent by Bob
and convince herself that the message was actually sent by Bob. If Eve modifies the
message to M0 , she will not be able to calculate the hash hk (M0 ) since she doesn’t
know the secret key k. So, she will not be able to replace the hash value Bob has sent
with hk (M0 ). Thus, she cannot modify the message without Alice’s knowledge. Let us
now define keyed hash functions formally:
Definition 9: By a family of keyed hash functions we mean a set of hash functions
{hk }k∈K parametrised by a finite set K called the keyspace. In other words, for each
k ∈ K, we have a hash function hk : {0, 1}∗ → {0, 1}n .
Definition 10: A HMAC(Hashed Message Authentication Code) takes a message
Mof arbitrary length and a secret key k as input and gives an output of fixed length. It is
defined as follows:

HMACk (M) = h k0 ⊕ opad, h k0 ⊕ ipad, M
where:
1) h is a usual hash function that acts on blocks of size m.
2)

k0 is got by padding k with sufficient number of zeros on the right so that k0 has
size m.

3)

We form ipad by repeating the byte 0x36 as many times as necessary so that the
length is m. Similarly, we form opad by repeating the byte 0x5c.
An NMAC(Nested Message Authentication Code) is a generalised version of HMAC
which uses two secret keys k1 and k2 and is defined as follows:
NMACK1 ,k2 (M) = h (k2 , h (k1 , M))
Here h is a usual hash function.
Note that, in the definition of the NMAC, if we take k1 = k0 ⊕ ipad and k2 = k0 ⊕ opad,
we get a HMAC.
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A method for constructing hash functions that is used in the construction of many hash
functions is the Merkle-Damgård method. The basic idea behind the method is to use
a one-way compression function repeatedly.
Definition 11: A collision resistant function f is a map
f : {0, 1}n+m −→ {0, 1}n , m, n ∈ N, m > n,
which is collision resistant, i.e. it satisfies condition 3) in the definition of a
cryptographic hash function.
The nice thing about the Merkle-Damgård method is that we can prove that the hash
function constructed using this method satisfies conditions 1), 2) and 3) if the one-way
compression function satisfies them. The Merkle-Damgård method is as follows:
Let f be a compression function. Suppose, we want to find the hash of a message M.
Let us call the number of bits in the message, the length of the message. We first pad it
with zeroes so that the number of bits in the message is a multiple of m. However, there
is a problem in this. Suppose for simplicity that m = 64 and the message M is the string
"Hashexample". If we assume that we use 8 bits to store a character, then this string is
of length 88 bits. Then, dividing into blocks of length 64 each and padding it we will
get two blocks "Hashexam" and "ple |000{z
. . . 00}". (Note here, that we consider the zeroes
40 zeroes

added as bits and not characters and so each zero is of length 1 bit.) However, if we
take the string "Hashexample00",the phrase "Hashexample" followed by two zero bits,
we will again get the same two blocks and so the strings "Hashexample" and
"Hashexample00" will have the same hash value. To avoid this we insert a one bit at the
beginning of the zeroes. For example, using this method, "Hashexample" will yield the
blocks "Hashexam" and "ple1 |00 .{z
. . 00}" while "Hashexample00" will yield the strings
39 zeroes

"Hashexam" and "ple001 |000{z
. . . 00}" which are different.
37 zeroes

We further pad the message by adding one more block which we construct as follows:
Suppose the length of the message M before padding is `, in binary. Here, we assume
that ` < 2m . We add as many zeroes to the left of ` as necessary to get a block of size m.
For example, suppose we want to apply this to the string "Hashexample". Then, after
padding it to get "Hashexam" and "ple |000{z
. . . 00}", we add another block
40 zeroes

"00
. . 00} 1011000". Here the length of the string "Hashexample" is 88 and the binary
| .{z
57 zeroes

representation of 88 is 1011000. We add 57 zeroes to the left of the bitstring 1011000
so that the total length is 64. This technique is called length padding or
Merkle-Damgård strengthening.
After padding the message so that its length is a multiple of m, we divide the message
into blocks M1 , M2 , . . ., Mt where each block is of size m. We then use the one-way
compression function f to create the hash in t steps. Let 0n denote a string consisting of
n zeroes. We set

H0 = f (0n ||M1 ) , Hi = f Hi−1 ||Mi for 1 ≤ i ≤ t
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Here 0n is an example of initial vector. In the hash algorithms, we use some other
initial vectors also instead of 0n . Note that each Hi is m bits long. The last output Ht is
the hash of the message M. (See Fig. 2 on the facing page.) The values H0 , H1 , . . .,
Ht−1 are called chaining variables because they are chained to the next stage of
application of the compression function, as shown in Fig. 2 on the next page.
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Fig. 2: The Merkle-Damgård method.

Before we move on to the next topic of discussion, here is an exercise for you.
E1) Assuming a block size of 64 and that we use 8 bits to store a character, what will
be the string you will get by applying the Merkle-Damgård strengthening to the
string "tohashornottohash"?
Let us now address the next issue, namely the construction of one-way compression
function. One method is to use a block cipher to construct a one-way compression
function. In this Unit, we will discuss the methods for this due to Davies-Meyer,
Matyas-Meyer-Oseas, Miyaguchi-Preneel. For a discussion of other methods, you can
see the Wikipaedia article [23] or [11].
In our discussion, let Ek (M) denote ciphertext we get by encrypting a message M with
a block cipher E and key k.
Davies-Meyer method: Here, we assume that the block cipher takes as input a string
of size n and outputs a string of size n and the size of the key is m. In this method, the
one way compression function is defined as follows: Let X be a string of length n + m.
Let XL denote first n bits on the left of X and let XR denote the remaining m bits so that
X = XL ||XR . Then, the compression function is
f(X) = f (XL ||XR ) = EXR (XL ) ⊕ XL .
So, we have

Hi = EMi Hi−1 ⊕ Hi−1 .
See Fig. 3.

Hi−1

Mi

E
Hi
Fig. 3: Davies-Meyer Method.

Matyas-Meyer-Oseas method: In this method, we use a block cipher E which takes an
input of size m, uses a key of size n and produces an output of size m. Note the
interchange of the roles of the message and the hash in this method. If the block cipher
has different block and key sizes, the length of the previous hash may not be of the
correct size for a key. Also, the key for the block cipher may have some special
requirements. So, the previous hash Hi−1 has to be processed with another function g
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to produce a key from the hash Hi−1 . In this case we define the compression function
as follows:
f(X) = f (XL ||XR ) = Eg(XL ) (XR ) ⊕ XR .
So,
Hi = Eg(Hi−1 ) (Mi ) ⊕ Mi .
See Fig. 4.
Mi

Hi−1

E

g

Hi
Fig. 4: Matyas-Meyer-Oseas method.

Miyaguchi-Preneel method: This was proposed independently by Miyaguchi and
Preneel. It is an extended version of Matyas-Meyer-Oseas method. In this method, in
addition to XORing with Mi , the previous hash value is also XORed with the output of
the block cipher. In this case we define the compression function as follows:
f(X) = f (XL ||XR ) = Eg(XL ) (XR ) ⊕ XR ⊕ XL .
So,
Hi = Eg(H ) (Mi ) ⊕ Mi ⊕ Hi−1 .
i−1
See Fig. 5.
Mi

Hi−1

g

E
Hi

Fig. 5: Miyaguchi-Preneel method.

We close this section here. In the next section, we will discuss some popular hash
functions.

6.3 EXAMPLES OF HASH FUNCTIONS
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In the previous section, we saw some methods of designing hash functions. In this
section, we are going to see some hash functions based on these design principles. We
start our discussion with MD5 hash function. This was invented by Ronald Rivest in the
year 1992 to replace MD4, a hash function he invented earlier, after cryptographers
found some flaws in it.

6.3.1

MD5

Hash Functions

MD5 takes as input messages of arbitrary size and outputs a hash of size 128 bits. We
describe this process now. The block size of the function is 512 bits, i.e. the
compression function acts on 512 bits of the message at a time.
Step 1: Padding. We pad the message with 1 followed by as many zeroes as necessary
so that the message length is ≡ 448 (mod 512), i.e. 64 less than a multiple of 512. We
do this even if the length of the message is already a multiple of 512. Then, we add the
64 bit representation of the length of the message. For example, suppose the length of
the message is 234. Then, 234 = 11101010 has eight binary digits. We add 56 zeros to
the left to get a 64 bit representation of 234 and append this to the message. If the
length of the message is greater than 264 we reduce the length mod 264 . At the end of
this step, let the message be M1 M2 · · · M` where 512` is the total length of the message
after padding and each Mi is 512 bits long.
Step 2: Initialise the Buffer. The intermediate results of the process of creating the
hash are stored in a 128 bit buffer. We initialise these registers to the following values
written in hexadecimal:
A = 67452301
B = EFCDAB89
C = 98BADCFE
D = 10325476
These values are stored in little-endian format. What is this format? Note that we can
divide 32 bits into four bytes of length 8 bits each. In the little-endian format, the lower
bytes are stored at the lower addresses and the higher order bytes at higher addresses.
For example, the four bytes in 67452381 will be stored as follows:
Word A : 81 23 45 67
We store the least significant byte, 01 in the left most byte of the 32 bit word which has
the smallest address. We store the bytes of higher significance at higher addresses. In
the other format, which is called big-endian, we store the most significant byte at the
lowest address and bytes of progressively higher significance are stored in
progressively higher addresses.
Step 3: Process the message in 512 bit blocks. This involves the use of a compression
function that processes the 512 bit input in four steps or rounds. In each of these
rounds, it uses four different functions F, G, H and I which take three 32-bit words X, Y
and Z and output one 32 bit word:
F(X, Y, Z) = (X ∧ Y) ∨ (¬X ∧ Z)
G(X, Y, Z) = (X ∧ Z) ∨ (Y ∧ ¬Z)
H(X, Y, Z) = X ⊕ Y ⊕ Z
I(X, Y, Z) = Y ⊕ (X ∨ ¬Z)
Let us see what these functions are. Here, ∧, ∨ and ⊕ are the familiar functions from
logic. Let us quickly recall what they are. Suppose x, y ∈ {0, 1}. Recall that:
1) We have x ∨ y = 0 if and only if both x and y are zero. For all other values of x and
y, x ∨ y is 1.
2)

We have x ∧ y = 1 if and only if both x and y are one. For all other values of x and
y, x ∧ y is 0.

3)

We have x ⊕ y = 1 if x 6= y and 0 if x = y.

4)

We have ¬x = 0 if x = 1 and ¬x = 1 if x = 0.
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Here, X, Y and Z are 32 bit words. Suppose X = x1 x2 · · · x32 and Y = y1 y2 · · · y32 where
xi and yi are 0 or 1. What do we mean by (X ∨ Y), for example? It has the following
obvious meaning:
X = (x1 x2 · · · x32 ) ∨ (y1 y2 · · · y32 ) = a1 a2 · · · a32

where ai = xi ∨ yi , 1 ≤ i ≤ 32

Similarly, we apply all the other operations bit by bit.
Addition Modulo 232 : Suppose X and Y are 32 bit representations of two integers x
and y, where 0 ≤ x < 232 and 0 ≤ y < 232 . Then, we define X + Y as follows: Let
z = x + y (mod 32), 0 ≤ z ≤ 232 . Let Z be the 32 bit word corresponding to z. Then
Z = X + Y. For example, suppose x = 232 − 3 and y = 5. Then,
X = 111
| {z· · · 1} 01, Y = 000
| {z· · · 0} 101.
30 1s

29 0s

Then x + y = 232 + 2 ≡ 2 (mod 232 ). Therefore, z = 2 and
Z = 000
| {z· · · 0} 10.
29 0s

Another function that we are going to use is the right and left circular shifts. We have
already discussed this in the the appendix to unit 4.
Step 4 This
stepuses a table T. Let T[i] be the i-th element of the table. Then,

T[i] = 232 sin i , i.e. the absolute value of the integer part of 232 sin i, where i is in
(j)

radians. Note that Mi is 512 bits long. Let Mi denote the chunk of bits from 32j + 1th
bit to 32(j + 1)th bit, 0 ≤ j ≤ 15. Now, we do as in Algorithm 3 on the next page.
Step 5: A, B, C, D is the 128 bit message digest produced. (Note that the length of each
of A, B, C and D is 32 bits.)
We conclude our discussion with some remarks on the current status of MD5. In 1996,
a flaw was found by Dobbertin. See [6]. Although the flaw was not considered very
serious, cryptographers started recommending other hash functions like SHA-1.
However, in [22], Wang, Feng, Lai and Yu found many examples of collisions in many
popular hash functions including MD5. See also [3]. In 2007, Marc Stevens, Arjen
Lenstra and Benne de Weger MD5 showed how to create a pair of files with the same
hash sum. In 2008, Alexander Sotirov, Marc Stevens, Jacob Appelbaum, Arjen Lenstra,
David Molnar, Dag Arne Osvik, Benne de Weger used the technique to fake certificate
validity. Also, according to US-CERT of the U. S. Department of Homeland Security
MD5 "should be considered cryptographically broken and unsuitable for further use,"
and most U.S. government applications will be required to move to the SHA-2 family
of hash functions after 2010. As of now, MD5 seems useful only for the application we
mentioned in the introduction, namely checking files for accidental damages. In 2005,
security flaws were found in 2005. Because of these reasons, we discuss SHA-2 in the
next subsection.

6.3.2
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SHA-2

The SHA-2 is actually a family of hash functions consisting of SHA-224, SHA-256,
SHA-384, SHA-512. NSA designed these functions and NIST published them in 2001.
In 2005, some attacks were identified in SHA-1, indicating that a stronger hash function
is needed. Although SHA-2 is similar to SHA-1, these attacks don’t seem feasible for
SHA-2 at present. See [17] and [18] for some recent work on SHA-2. A competition
organised by NIST is underway to develop SHA-3 and this will end in 2012 with the
selection of a winning hash function. Our discussion will follow [14] although our
notation is different from [14] in some ways. We will restrict ourselves to SHA-256
only. SHA-224 is very similar to SHA-256 and we will mention how SHA-224 differs
from SHA-256.

Hash Functions

Algorithm 3 MD5 Algorithm
procedure MD5(M)
for i ← 1, ` do
3:
for j ← 0, 15 do
(j)
4:
X[j] ← Mi
5:
end for
1:

2:

6:
7:
8:
9:

10:
11:
12:
13:

14:
15:
16:
17:

18:
19:
20:
21:

22:
23:
24:
25:

26:
27:
28:
29:
30:
31:

. M is the message after padding.
. ` is the number of blocks in M of length 512
. Copy Mi into X.
. End of the loop over j.
. Save A as AA, B as BB, C as CC and D as DD.

AA ← A
BB ← B
CC ← C
DD ← D
. Round 1
. Let [abcd k s i] denote the operation
a = b + ((a + F(a, b, c, d) + X[k] + T[i]) <<< s). Do the following 16 operations.
[ABCD 0 7 1] [DABC 1 12 2] [CDAB 2 17 3] [BCDA 3 22 4]
[ABCD 4 7 5] [DABC 5 12 6] [CDAB 6 17 7] [BCDA 7 22 8]
[ABCD 8 7 9] [DABC 9 12 10] [CDAB 10 17 11] [BCDA 11 22 12]
[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA 15 22 16]
. Round 2
. Let [abcd k s i] denote the operation a = b + ((a + G(b, c, d) + X[k] + T[i]) <<< s).
Do the following 16 operations.
[ABCD 1 5 17] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0 20 20]
[ABCD 5 5 21] [DABC 10 9 22] [CDAB 15 14 23] [BCDA 4 20 24]
[ABCD 9 5 25] [DABC 14 9 26] [CDAB 3 14 27] [BCDA 8 20 28]
[ABCD 13 5 29] [DABC 2 9 30] [CDAB 7 14 31] [BCDA 12 20 32]
. Round 3.
. Let [abcd k s i] denote the operation a = b + ((a + H(b, c, d) + X[k] + T[i]) <<< s).
Do the following 16 operations.
[ABCD 5 4 33] [DABC 8 11 34] [CDAB 11 16 35] [BCDA 14 23 36]
[ABCD 1 4 37] [DABC 4 11 38] [CDAB 7 16 39] [BCDA 10 23 40]
[ABCD 13 4 41] [DABC 0 11 42] [CDAB 3 16 43] [BCDA 6 23 44]
[ABCD 9 4 45] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2 23 48]
. Round 4.
. Let [abcd k s t] denote the operation a = b + ((a + I(b, c, d) + X[k] + T[i]) <<< s).
Do the following 16 operations.
[ABCD 0 6 49] [DABC 7 10 50] [CDAB 14 15 51] [BCDA 5 21 52]
[ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55] [BCDA 1 21 56]
[ABCD 8 6 57] [DABC 15 10 58] [CDAB 6 15 59] [BCDA 13 21 60]
[ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63] [BCDA 9 21 64]
. Then perform the following additions. (That is, increment each of the four
registers by the value it had before this block was started.)
A = A + AA
B = B + BB
C = C + CC
D = D + DD
end for
. End of loop over i.
end procedure
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Table 1: The 64 constants used in SHA-256.
{256}

K0
= 428a2f98
{256}
K4
= 3956c25b
{256}
K8
= d807aa98
{256}
K12 = 72be5d74
{256}
K16 = e49b69c1
{256}
K20 = 2de92c6f
{256}
K24 = 983e5152
{256}
K28 = c6e00bf3
{256}
K32 = 27b70a85
{256}
K36 = 650a7354
{256}
K40 = a2bfe8a1
{256}
K44 = d192e819
{256}
K48 = 19a4c116
{256}
K52 = 391c0cb3
{256}
K56 = 748f82ee
{256}
K60 = 90befffa

{256}

K1
= 71374491
{256}
K5
= 59f111f1
{256}
K9
= 12835b01
{256}
K13 = 80deb1fe
{256}
K17 = efbe4786
{256}
K21 = 4a7484aa
{256}
K25 = a831c66d
{256}
K29 = d5a79147
{256}
K33 = 2e1b2138
{256}
K37 = 766a0abb
{256}
K41 = a81a664b
{256}
K45 = d6990624
{256}
K49 = 1e376c08
{256}
K53 = 4ed8aa4a
{256}
K57 = 78a5636f
{256}
K61 = a4506ceb

{256}

K2
= b5c0fbcf
{256}
K6
= 923f82a4
{256}
K10 = 243185be
{256}
K14 = 9bdc06a7
{256}
K18 = 0fc19dc6
{256}
K22 = 5cb0a9dc
{256}
K26 = b00327c8
{256}
K30 = 06ca6351
{256}
K34 = 4d2c6dfc
{256}
K38 = 81c2c92e
{256}
K42 = c24b8b70
{256}
K46 = f40e3585
{256}
K50 = 2748774c
{256}
K54 = 5b9cca4f
{256}
K58 = 84c87814
{256}
K62 = bef9a3f7

{256}

K3
= e9b5dba5
{256}
K7
= ab1c5ed5
{256}
K11 = 550c7dc3
{256}
K15 = c19bf174
{256}
K19 = 240ca1cc
{256}
K23 = 76f988da
{256}
K27 = bf597fc7
{256}
K31 = 14292967
{256}
K35 = 53380d13
{256}
K39 = 92722c85
{256}
K43 = c76c51a3
{256}
K47 = 106aa070
{256}
K51 = 34b0bcb5
{256}
K55 = 682e6ff3
{256}
K59 = 8cc70208
{256}
K63 = c67178f2

We can use SHA-256 to hash a message M of length N bits where 0 ≤ N < 264 . The
algorithm uses the following:
1) A message schedule of 64 words of length 32 bits, W0 , W1 , . . ., W63 .
2)

Eight working variables a, b, c, d, e, f, g and h.

3)

A hash value of eight 32 bit words. During the ith round of the processing(there are
` rounds in all, where ` is the number of blocks of length 512 in the message after
(i)
(i)
(i)
padding) H0 , H1 , . . ., H7 hold the intermediate hash values. The final hash
(0)
(1)
(7)
values H` , H` , . . ., H` are concatenated to give the output of the algorithm.

4)

The 64 constants in Table 1 which are the first thirty-two bits of the fractional parts
of the cube roots of the first sixty-four prime numbers.
Step 1: Preprocessing. We first pad the message exactly the way we did in the case of
MD5 algorithm. We then divide the resulting message into ` blocks M1 , M2 , . . ., M` of
512 bits each.
(0)

(0)

(0)

Step 2: Initialise the Hash values. We set the initial hash values H0 , H1 , . . ., H7 .
(0)

H0 = 6a09e667
(0)

H1 = bb67ae85
(0)

H2 = 3c6ef372
(0)

H3 = a54ff53a
(0)

H4 = 510e527f
(0)

H5 = 9b05688c
(0)

H6 = 1f83d9ab
(0)

H7 = 5be0cd19
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Step 3: Hash computation. Before we describe this step, we have to discuss some new
notations that we need in our description.

Let us now define the functions used in SHA-256. They are:
Ch(X, Y, Z) = (X ∧ Y) ⊕ (¬X ∧ X)
Maj(X, Y, Z) = (X ∧ Y) ⊕ (X ∧ Z) ⊕ (Y ∧ Z)
{256}

∑0 (X) = (X >>> 2) ⊕ (X >>> 13) ⊕ (X >>> 22)
{256}
∑1 (X) = (X >>> 6) ⊕ (X >>> 11) ⊕ (X >>> 25)
{256}
σ0
(X)
{256}
σ1
(X)
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(1)
(2)
(3)
(4)

= (X >>> 7) ⊕ (X >>> 18) ⊕ (X >> 3)

(5)

= (X >>> 17) ⊕ (X >>> 19) ⊕ (X >> 10)

(6)

Here >> is the right shift in the C language. This is discussed in page 139 of Block 2,
MMT-001.
Now, we process the message as in Algorithm 4 on the next page.
Apart from SHA-2, another algorithm that is still usable is RIPMED-160. This was
developed by Dobbertin, Bosselaers and Preneel in the framework of the European
Union Project RIPE(Race Integrity Primitives Evaluation). This is based on the MD4
algorithm due to Rivest. It gives an output of length 160 bits. We will not discuss this
algorithm in our course.
So far we have discussed the design of hash functions. In the next section, we will
discuss the analysis of hash functions.

6.4 BIRTHDAY ATTACKS
In this section, we will discuss one of the techniques for cryptanalysis of hash
functions, namely the Birthday Attack. This attack is based on the Birthday Problem in
probability theory. So, let us first discuss the Birthday Problem.
Suppose there are n people in a room. What is the probability that two of them have the
same birthday? We will ignore leap years and assume that the year has 365 days. Let us
assign the n persons n numbers and call them p1 , p2 , p3 , . . ., pn . We can assume that
n ≤ 365. If n > 365, pigeon principle tells us that at least two of the persons should
have the same birthday, so the probability is one in this case.
Suppose there are only 2 persons. Then, birthday of the first person falls in a particular
day of the year. The probability that the birthday of the second person p2 also falls on
1
the same day as p1 is 365
. So, the probability that p2 doesn’t have the same birthday as
1
p1 is 1 − 365 . If there are threepersons, the probability that p3 doesn’t have the same
2
birthday as p1 and p2 is 1 − 365
. So, the probability that all the three have different
birthdays is



1
2
1−
1−
365
365
A simple inductive argument tells us that the probability that the n persons have
different birthdays is
 

 

n−1 
i
1
2
n−1
∏ 1 − 365 = 1 − 365 1 − 365 · · · 1 − 365
i=1
Therefore, the probability of at least two having the same birthday is

n−1 
i
p(n) = 1 − ∏ 1 −
365
i=1
Here is the table of probabilities:

(7)

(8)
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Algorithm 4 SHA-256 Algorithm
1:
2:
3:
4:
5:
6:
7:
8:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
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procedure SHA-256(M)
. M is the message after padding.
for i ← 1, ` do
for j ← 1, 15 do
. Prepare the message schedule.
(i)
Wi ← Mj
end for
. End of the loop over j.
for k ← 16, 63 do
{256}
{256}
Wk ← σ1
(Wk−2 ) + Wk−7 + σ0
(Wk−15 ) + Wk−16
end for
. End of the loop over k.
. Initialise the eight working variables a, b, c, d, e, f, g and h with the (i-1)st hash
value.
(i−1)
a ← H0
(i−1)
b ← H1
(i−1)
c ← H2
(i−1)
d ← H3
(i−1)
e ← H4
(i−1)
f ← H5
(i−1)
g ← H6
(i−1)
h ← H7
for t ← 0,63 do
{256}
{256}
+ Wt
T1 ← h + ∑1
(e) + Ch(e, f, g) + Kt
{256}
T2 ← ∑0
(a) + Maj(a, b, c)
h←g
g←f
f←e
e ← d + T1
d←c
c←b
b←a
a ← T1 + T2
end for
. End of the loop over t.
. Compute the ith intermediate hash value H(i) .
(i)
(i−1)
H0 ← a + H0
(i)
(i−1)
H1 ← b + H1
(i)
(i−1)
H2 ← c + H2
(i)
(i−1)
H3 ← d + H3
(i)
(i−1)
H4 ← e + H4
(i)
(i−1)
H5 ← f + H5
(i)
(i−1)
H6 ← g + H6
(i)
(i−1)
H7 ← h + H7
end for
. End of the loop over i.
end procedure

Table 2: Probability of at least two among n persons having the same birthday.

n
10
15
20
21
22
23
24
25
30
35
40
45
50
52
54
56
57
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p(n)
0.1388
0.2816
0.4422
0.4743
0.5059
0.5371
0.5675
0.5971
0.7297
0.8317
0.9029
0.9481
0.9744
0.9811
0.9862
0.9901
0.9916

From Table 2, we see that, if there are 23 people in a room, the probability is slightly
more than 50% that two of them have the same birthday. If there are 30, the probability
is around 70%. If there are 57 people, the probability is nearly 99%! This might seem
surprising; this phenomenon is called the Birthday Paradox.
Note that 1 + x ≈ ex . So, 1 − x ≈ e−x . Using this approximation in Eqn. (8) on page 59,
we get

n−1 
n
n(n−1)
i
2
i
p(n) = 1 − ∏ 1 −
(9)
≈ 1 − ∏ e 365 = 1 − e 2×365 ≈ 1 − en /730
365
i=1
i=1
Let us consider a more general situation. Suppose there are N objects and r persons.
Each person selects an object with replacement so that more than one person can select
the same object. What is the probability that two people select the same object?
We can use the same argument to get the probability as

r−1 
2
i
1−∏ 1−
≈ 1 − er /N .
N
i=1

(10)

More generally, if there are N objects and two groups of sizes r1 and r2 , the probability
that two persons from different groups pick the same object is approximately
r1 r2

1 − e− N
(11)
√
If r1 = r2 = N, then the probability is approximately 1 − e−1 ≈ 0.6321 > 12 . If we take
√
r1 = r2 = 2 N, then the probability is 1 − e−2 ≈ 0.8647 which is much higher.
These ideas can be used to find collisions for hash functions. Suppose a hash function h
produces an output that is n-bits long. Then, the number of
values of the hash
√ possible
n
n/2
function is 2 . We make a list of values of h(x) of length N = 2 . If any of the two
values among 2n/2 match, we have found a collision. Here, we are in the situation of
N = 2n objects and r = 2n/2 persons. As we saw earlier, the probability that two hash
values match is√≈ 0.6321. The probability of finding a match becomes much higher if
we take r = 10 N.
If the output of the hash function is 60 bits, for example, the above attack has a high
chance of finding a collision. We need to make a list of size approximately
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2n/2 = 230 ≈ 109 and to store them. This is possible on most computers. However, if
the hash function outputs 128-bit values, the list should have a size of 264 ≈ 1020 which
is large in terms of time and memory needed at present.

6.5 SUMMARY
In this Unit we have discussed the following:
1. What is a cryptographic hash function;
2. What is a compression function;
3. How to construct compression functions from block ciphers using Davies-Meyer,
Matyas-Meyer-Oseas and Miyaguchi-Preneel methods;
4. The Merkle-Damgård method for constructing hash functions from compression
functions;
5. The working of MD5 and SHA-2 algorithms; and
6. The birthday attack on hash functions.

6.6 SOLUTIONS/ANSWERS
E1) The length of the string is 136. We split up the string into three strings "tohashor",
"nottohas" and "h". We add a one to the end of "h1" to get "h1". This is of length
nine, so we add 55 zeros to get a block of size 64. The length of the string, 136, in
binary is 10001000. The length of 136, written in binary, is 8. So, we add 56 zeros
to the left of this string to get |00 .{z
. . 00} 10001000 So, we get the three blocks
56 zeros

"tohashor", "nottohas", "h1 00
. . 00}" and "00
. . 00} 10001000".
| .{z
| .{z
55 zeros

62

56 zeros
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